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Social Media Policy

1. Purpose

With the rapid growth and usage of social media, AVETRA recognises the need to have a policy that ensures that members, the secretariat and the executive who use and monitor social media as part of their job or in a personal capacity, have guidance about the association’s expectations for social media engagement.

1.1 The policy covers all current and future social media sites such as:

· Social networking sites e.g. Facebook, MySpace, Bebo

· Video and photo sharing websites e.g. Flikr, YouTube

· Micro-blogging sites e.g. Twitter

· Web blogs, including corporate blogs, personal blogs or blogs hosted by traditional media publications

· Forums and discussion boards such as Yahoo! Groups or Google Groups

· Online encyclopaedias such as Wikipedia

2. Organisational Scope

This policy is designed to guide AVETRA members, the secretariat and the executive.
.

The policy applies when: AVETRA execdutive members are representing themselves or the association and are using or monitoring a social media platforms for discussion, business, marketing, promotional, teaching or recruitment purposes. 

· It applies when Executive members make references to AVETRA, its people, activities, services and other related individuals or organisations when using a social media platform in a personal capacity. 

· AVETRA recognises the need to have a policy that ensures that members who use and monitor social media as part of their role, have guidance about AVETRA’s expectations.

2. Principles Statements

The following guidelines should be used by executive members when making statements in the media or social media as AVETRA representatives.

· If you are making statement in the media in your capacity as an AVETRA executive member ensure the statement is cleared with the President before publication.

· If you are making a statement as an individual or employee of an organisation do not refer to your AVETRA executive affiliation.

Please be aware of the impact of our statements on AVETRA members and associates.                                           

 The following advice should be appended to any social media site that AVETRA initiates, and used to monitor and remove inappropriate statements and media. 

· AVETRA wishes to encourage social interaction and debate that respects both individuals and a diversity of views. AVETRA will remove contributions that are inconsistent the guidelines that follow.

· Be respectful of all individuals and communities with which you interact online; be polite and respectful of other’ opinions, even in times of heated discussion and debate

· Be aware that your opinions may be retrieved by current and future employers, your work colleagues and students. well into the future. 

· Always be honest and open but be mindful of the impact your contribution might make to the perception of AVETRA. If you make a mistake in a contribution, admit it, as honesty of this type quickly builds respect among other users.  

· Ensure you do not disclose the personal information of others when using social media.

· Only post photographic images where all individuals have consented to the social publication of the image. 

· Ensure you do not post material that is obscene, defamatory, threatening, harassing, discriminatory or hateful to another person or entity, including AVETRA, its employees, its contractors, its partners, its competitors, its members, its business related individuals or organisations

· Understand that you may be held legally accountable for any content found to be defamatory or harassing in nature, infringing on the copyright of Intellectual Property rights of third parties or breaching of confidentiality or commercial in confidence agreements. 
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AVETRA – Facebook, Privacy & Legal Issues

Issues:

1. Privacy & Confidentiality: 

· information exchanged through 3rd party accounts in chat, posts ect

· Public access to posts/material on AVETRA Facebook site and the balance between attracting more members and protecting privacy.

2. Intellectual Property Theft

· Posting of Copyright material i.e. videos, photos etc.

3. Defamation & Libel

· Spreading false information rumours, slandering individuals & their reputation.

4. Spam

· Advertising on the Facebook site, unsolicited pots advertising illegal material.

 (Leitch, S., & Warren, M. (2009). Security issues challenging Facebook. Paper presented at the 7th Australian Information Security Management Conference, Perth, Western Australia)
Suggested solutions:

1. Privacy Settings on Facebook: A user can change who is able to access a particular page, comment on posts, submit material and view any information. Privacy settings can be used so that only people who are ‘friends’ can view information about the person/association, post comments and videos etc. If a post is inappropriate the administrator has the ability to delete a certain post so that is not available to the public or their other friends.

Guidelines/polices binding the administrator: an organisation/association can formulate a set of guidelines which stipulate what the administrator can publish and who the published material is targeted to. The administrator is then personally liable for any fraudulent or inappropriate material posted. (Leitch, S., & Warren, M. (2009). Security issues challenging Facebook. Paper presented at the 7th Australian Information Security Management Conference, Perth, Western Australia)
2. Read the privacy statements of the social media site to see if they adequately protect the organisation/association i.e.:

Facebook: http://www.facebook.com/#!/policy.php
Twitter: http://twitter.com/privacy
You Tube:  http://www.youtube.com/t/privacy_at_youtube 

3. Keep log-in & passwords safe and not publically available.

4.  Do not post pictures, videos, music clips without the consent of the owner. 

Insurance:

Association Liability Insurance: Covers claims against; Libel, Slander, infringement of copyright and insured v uninsured (i.e. member v Association).

AVETRA’s current Association Liability insurance covers up to a limit of $1,000,000. 

The cover is excluded if the claimant can prove:

· Intention 

· Fraud & Dishonesty

· Criminal Behaviour

Defamation Insurance: AVETRA’s current insurance covers unintentional defamation, unintentional false attribution of authorship and unintentional invasion of privacy or discussing ‘private facts’. 

The crucial factors with insurance cover are; intention & ownership.
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